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Jǐŕı Patera
Informatics and Computer Engineering, 2nd year, internal form

Supervisored by Prof. Ing. Jǐŕı Šafař́ık, CSc.
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Abstract – Software engineers have to face many problems when creating, testing,
and debugging their applications. Even a small modification of a distributed system
can considerably change its behavior. Today’s programs in distributed and embedded
systems are often designed for long-time running applications and, thus, very com-
plex. It is unlikely that all mistakes in such applications are eliminated during the
developing phase. Therefore, such programs are often monitored during the run-time
in order to identify and eliminate all previously hidden mistakes. Afterwards, if the
erroneous situation has been identified, the execution of the application can be simu-
lated using previously recorded information and the faulty process can be inspected in
more detail. This paper investigates different approaches to monitoring, controlling
and debugging distributed programs.
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1 Introduction

The importance of using distributed systems has been recently increasing not only with the
growth of the Internet, but also by their usage in real-time embedded systems. However,
today’s complex distributed systems are difficult to design without bugs (mismatches
between expected and actual computations). Although, programmer’s skills and intuition
play a very important role during the design process, the existence of tools (debuggers),
that provide observation and control of a computation, is essential.

Algorithms for observation are often used to stop a distributed program under certain,
usually undesirable, conditions. Algorithms for control are then used to restrict the be-
havior of a distributed program to suspicious executions. In addition, they are also useful
when a programmer wants to test the distributed program under simulated conditions.

There are three fundamental characteristics of distributed systems: the lack of global
clock, the lack of global state, and the presence of multiple processes.

The outline of this paper is as follows. In Section 2, the general model of a distributed
program is investigated. It is followed by the studying of predicates in Section 3. Next,
some approaches to observing and controlling a distributed computation are given out in
Section 4, and Section 5. Finally, replay of a distributed execution is explored in Section 6.

2 Model of the Computation

A distributed system consists of n sequential processes p1, . . . , pn which can send messages
to each other over message channels. As we know, each process consists of a series of events.



Thus, we can describe (like in [4]) an execution of each process by its history. First k events
in a process’s history are called a prefix of the process’s history. We can also form a global
history of a distributed system as the union of individual process histories.

A cut of a system’s execution is a subset of its global history which is formed as a
union of prefixes of individual process histories.

The cut is consistent if for each event it contains, it also contains all the events that
happened-before that event. Otherwise, the cut is said to be inconsistent. A consistent
global state is then such a global state that corresponds to a consistent cut.

An execution of a distributed system is a series of transitions between global states
of the system. In fact, we can have as many global states as the number of events in the
system is, some of these states are consistent, and some are not. A run is a total ordering
in a global history of the system which is consistent with each local history’s ordering.
Apart from that, a linearization (also known as a consistent run) is consistent with the
global history’s ordering. Thus, not all runs pass through consistent global states, but all
linearizations do pass through them only.

3 Global State Predicates

Detecting a condition in a distributed system equals to evaluating a global state predicate.
The global state predicate is a function that maps from a set of global states in the system
to {true, false}. A local predicate is such a predicate whose truth value depends only on
the state of a single process. The four well-known classes of global predicates are stable,
observer-independent, linear, and semi-linear.

Stable predicates [2] are usually associated with distributed problems such as deadlock
or termination. Once the system enters a state where the predicate is evaluated to true,
it remains true also in all future states that the system can enter. On the other hand,
when we monitor or debug an application, we are often interested in non-stable predicates.
These predicates can evaluate to true only in certain states of the computation and they
need not be evaluated to true in any future state.

Observer-independent predicates [1] are such predicates where possibly Φ and definitely
Φ are equivalent. Any stable predicate is also observer-independent.

The definition of a linear predicate [12] is based on a “forbidden” state S (the predicate
Φ in the cut containing state S must remain false until a successor to S is reached). A
predicate is linear if for any cut, in which the predicate is false, at least one of the states
is forbidden. A sub-class of linear predicates is a class of regular predicates. A predicate
is regular if the set of global states that satisfy the predicate forms a sub-lattice of the
global lattice.

The class of semi-linear predicates, first proposed in [12], contains all the three previous
classes. Its definition is based on a “semi-forbidden” state S, which is irrelevant to the
truth-value of the predicate. While we are looking for a cut where the predicate is true,
we can disregard S in favor of its successor.

From another point of view, there are two more classes of predicates, conjunctive and
disjunctive predicates. Their meaning is obvious.

3.1 Predicate Detection

Next, we examine the problem of finding out whether a transitory state occurred in an
actual execution (a non-stable predicate was evaluated to true). This is what we require



when debugging a distributed system. The aim is to determine such points of the execution
where a global state predicate was definitely true and the cases where it was possibly true.

Detection of a stable predicate is trivial. It is sufficient to detect it in any one consistent
state of the system and we know for sure that it will remain true until the final state.
Apart from that, the detection of non-stable predicates is more complicated.

Next, we describe operators possibly, definitely [4], controllable, and invariant [8]. For
a predicate Φ in terms of linearizations L of the global history of the system’s execution H.

Possibly Φ means that there is a consistent global state S through which L of H passes
such that Φ is true in S. Definitely Φ means that for every L of H, there is a consistent
global state S through which L passes such that Φ is true in S. Controllable Φ means that
Φ is true in every consistent state along some L of H. Invariant Φ means that Φ is true
in every consistent state along every L of H.

There are three approaches to the detection of global predicates. In the first one, global
snapshot algorithm [2] is used repeatedly until a consistent state where predicate Φ holds
is found. This approach can be used for detection of stable predicates only.

Secondly, the construction of a global state lattice [3] is used. The lattice captures the
reachability relation between consistent global states of a distributed system. Nodes denote
consistent global states and edges denote possible transitions between the nodes. This
lattice is then explored and evaluated in order to detect stable and unstable predicates.

In the third approach, the whole lattice is not constructed. Instead only a subset of
global states, based on the structure of the predicate, is identified.

In the predicate detection approach, we are only detecting whether a given predicate
ever became true. Apart from that, the predicate control problem states that given a
distributed computation and a global predicate, it is possible to add synchronization
arrows (messages) to the computation such that the predicate always stays true.

3.2 Predicate Detection Algorithms

To our best knowledge, predicate detection algorithms have been designed for the above
defined predicates, when p belongs to a specific predicate class. A review [8] of references
to existing algorithms is summarized in Table 1.

Predicate Algorithm
p EF(p) AF(p) EG(p) AG(p)

conjunctive [9] [10] [9] [10]
disjunctive [10] [9] [10] [9]

stable [2] [1] trivial trivial
linear [12] open [8] [8]

observer-independent [12, 1] [12, 1] [8] [8]
regular [17, 7] open [17, 7] [17, 7]

Tab. 1: Predicate Detection Algorithms

4 Observation

In the world of observation, the detection of a global predicate is divided among a checker
and non-checker processes [13]. The non-checker processes are at computation nodes and
have the read-only access to local predicates and channels with incoming and outgoing



messages. The checker process is a process that determines whether these predicates are
true in the same global state.

The non-checker processes monitor local predicates. These processes also maintain
information about the send and receive channel history for all channels incident to them.
The non-checker processes send a message to the checker process whenever the local
predicate becomes true for the first time since the last program message was sent or
received.

The checker process is responsible for searching for a consistent cut that satisfies the
predicate. It considers a sequence of candidate cuts and eliminates those of them which
are not either consistent or does not satisfy the predicate [4].

According to [11] there were three open problems in observation of distributed pro-
grams. As we found out later on, the first two problems have already been solved in [16].
Detecting exactly-k predicate and the detection of 2-local predicates are established to be
NP-complete. Moreover, a polynomial-time algorithms for special cases of the problems
have been presented there. Thus, the only remaining open problem to our best knowledge
is the detection of 2-SAT predicates: Consider a boolean predicate q in CNF form. Detect-
ing q is NP-complete, if each clause has three or more literals. If each clause has exactly
one literal, then q can be detected efficiently using [14]. The question here is: What is the
complexity of detecting 2-SAT predicates?

4.1 Monitoring Approaches

In this section we will discuss three different widely used approaches to monitoring. Before
that, we should mention that there exists the probe effect [6] which can considerably affect
any observation. Modifying the system in any way, for example, adding even a piece of
code to a distributed program (or removing it from the code), may alter the timing in a
distributed system.

Now let us get back to the three general approaches to monitoring a distributed system.
Hardware Monitoring is performed by tailored devices that need to be adopted to a target
system. Consequently, it is a rather expensive approach. However, these devices do not
affect the system at all and so have no influence on the probe effect. Next, Software
Monitoring is prone to the probe effect. However, it is not as expensive as hardware
monitoring. In this case of monitoring, the probe effect may be avoided by allowing trace
routines to remain inside the release version of a program [18]. Obviously, the remaining
routines will cause performance degradation of the program. Finally, Hybrid Monitors try
to avoid the disadvantages of both previous approaches. They have a hardware part as
well as a software part, both of them are kept as small as possible.

Monitoring at different levels is not strictly comparable. It is likely that several levels
of monitoring should be used to obtain a comprehensive picture of the monitored system.

5 Control

The next natural step after observation is control. In general, control is based on a notion
of supervisory process [13]. Every process has associated with it the supervisory process.
The supervisory process observes the underlying user process and controls it by delaying
(or disabling) some events or by changing the order of incoming and outgoing messages.

The current programming methodology views processes as a simple execution of in-
structions. Such an execution can lead to a fault which could have been avoided if critical



events had been verified for their suitability before the execution. On contrary, human
beings do not blindly follow instructions. They first observe and control the instructions
before executing. Thus, the supervisory process can also be viewed as an auxiliary pro-
cess that monitors (the observation) and adapts (the control) the underlying process to
varying external behavior.

6 Replaying a Distributed Execution

We have provided a review of how a parallel system can be observed (monitored). In this
section we will investigate issues of execution reproduction. Such issues are most often
based on trace information recorded during the monitoring phase.

One of widely used approaches is to record an event history containing all the events
generated by the program (deterministic replay). This history can be examined later on
when the program has finished. Since the event history is often very large, some debuggers
provide facilities to browse or query the history. Event histories can also be used to drive
the program execution allowing the reproduction of erroneous computations.

Some systems can automatically check the history for suspicious behavior or transform
a huge lower-level history of events into smaller and more suitable one. Instead of recording
the entire history, the debugger can only take a snapshot of the program state and keep
only that part of the history that follows the snapshot, it is so-called incremental replay.

The amount of information that must be recorded for each event depends on how the
event history is going to be used [5]. There are three general levels of use that require
increasing amount of information (detail) to be recorded for each event:

Browsing – The event history is examined through the use of specialized tools. Examina-
tion methods range from text editors to animations showing the state changes caused
by particular events. Browsing requires only minimal information about each event.

Replay – The debugger uses the event history to control a re-execution of the program.
This makes it possible to use debugging techniques such as breakpoints, state exami-
nation, and single stepping; without changing the behavior of the program.

Simulation – The event history can be used to simulate the surrounding environment
of any single process. This enables the use of a sequential debugger on the process
without re-executing the entire distributed program.

Replaying real-time systems has several additional problems. The external I/O and
interrupts must be recorded in addition to the communications between processes. More-
over, since real-time systems have a time dependency, it may be important to simulate
time during the replay (e.g. if behavior caused by timeouts takes place).

7 Conclusions

We have presented the state of the art in the area of the debugging long-running dis-
tributed and embedded applications. We investigated key issues for the debugging of such
systems. These issues included exhaustive testing, the global state lattice, on-line/off-line
observation and control, and incremental and deterministic replay. We pointed out that
one of the three observation problems from [11] (detection of 2-SAT predicates) is still
supposed to be open as well as searching for particular predicate detection algorithms
from Table 1.



Our future work will be focused on studying the incremental replay in more detail and
discover its possible improvements.
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